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Agenda

● Netzwerkboot w/o DHCP-Server 
Kontrolle

● Rescue Boot ohne Rescue CD



Motivation

● DC Like Tooling at Home
● Spass am System
● Rescue Boot oder Installer via 

Laptop/SBC/RPi
● Warum sind eigentlich alle Installer 

sch…? 



Netzwerkboot w/o DHCP-Server Kontrolle
● get host config for 

this network
● network boot

○ PXE
○ …

?
Client Server



DHCP IPv6 Happy Path

RFC9951

● NDP first get 
fe80::FLARP

● SLAAC, RA managed

546/udp 547/udp

Client Server

SOLICIT
ff02::1:1

OFFER
unicast

REQUEST

ACK

ICMPv6 133,134



DHCP IPv6 Happy Path

546/udp 547/udp

Client Server

RENEW

REPLY

RELEASE

REPLY



DHCP IPv4 Happy Path

RFC1541

RFC951 (bootp)

Transaction IDs
DUID

68/udp 67/udp

Client Server

DISCOVER
broadcast

OFFER
l2 unicast

REQUEST

ACK



DHCP IPv4 Happy Path

68/udp 67/udp

Client Server

RENEW

ACK

RELEASE

ACK



SOLICIT/DISCOVER: I want to be 
configured for what?
MAC, DUID, VENDOR, ARCH
OPTIONS:

router, dns, search
next server, boot file name (boot-file-url DHCPv6)
mtu, ntp, sip, …

DHCP servers answers requested options if avail



DHCP - Liebe zu dritt?

Client → Relay →Server

● Client to Relay L2 (multicast, broadcast)
○ Relay forwards to Server L3 (unicast)
○ Server answers to Relay

● Relay to Client



DHCP - Liebe zu dritt?

Client → Server

Proxy



DHCP IPv4 Proxy

Client
68/udp

Server
67/udp

DISCOVER
broadcast

OFFER
l2 unicast

REQUEST

ACK

Proxy

OFFER 
68/udp 
0.0.0.0

DHCProxyReq
l3 unicast

DHCProxyACK 
next-server & boot file



DHCP - Proxy



DHCP - proxy ?

Arch:
● i386-pc
● x86_64
● Raspberry Pis
● Grub/IPXE/UBoot

Use Case:
● NetBoot to go
● NetBoot

dnsmasq
ISC DHCPD (deprecated)



Rescue Boot ohne Rescue CD

?



Panic!
# fsck /dev/sda2
fsck from util-linux 2.41
e2fsck 1.47.2 (1-Jan-2025)
/dev/sda2 is mounted.
e2fsck: Cannot continue, aborting.

# umount /dev/sda2
umount: / target is busy.

Einsame Insel, no rescue CD at hand, keine Floppy oder Stick?



ideas?
Blockers?

Work-arounds?



ideas?
Blockers?
● Filesystem usage
● Open files
● Work directories

Work-arounds?
● close all files! easy ;)



PID1 - init

● running !
○ not running → kernel panic

● signal handling - at all but
○ SIGCHLD
○ INT ← Ctrl-Alt-Delete
○ PWR
○ (SIGWINCH)

?



PID1

● init U
● openrc-shutdown -R | --reexec
● systemctl daemon-reexec



PID1 - bind mounts?

mount /bin/bash /sbin/init 



PID1 - combine it

● bind mount executable for take over
...
● re-exec



PID1 - combine it

● bind mount executable for take over
● re-exec

This is no security hole! 
Works in containers , too
Caps Policies LibSeccomp eBPF



PID1 - use case
● why are all installers sh…?
● rescue system
● getting own rootfs on other devices with vendor kernel

● if no re-exec gdb



Demo: Substitute PID1
# cat > /tmp/init.substitute.sh < EOF

#!/bin/sh
set -eu
exec > /dev/tty3 < /dev/tty3 1>&2
exec /bin/bash -

EOF

# chmod 755 /tmp/init.substitute.sh

# ls -l /proc/1/exe

lrwxrwxrwx 1 root root 0 Mär  2 00:40 /proc/1/exe -> /usr/lib/systemd/systemd

# mount --bind /tmp/init.substitute.sh /usr/lib/systemd/systemd

# systemctl daemon-reexec

VT3: you find a open bash running as PID



Demo: Rescue Boot - on embedded SBC Linux
Source:

● https://github.com/j0ju/sbc-fw-alchemy/blob/main/recipes/alpine/SBC%2Bopenrc-i
nit%2Boverlay/190_overlay%2Bopenrc-init.sh.d/usr/local/bin/BootToRam



Danke

!



Q&A

?


